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CONTRACT SECURITY CLASSIFICATION SPECIFICATION SECRET

{The requiremeants of the Dol) Industrial Seourity Manusi spply b LEVEL OF BATEGTRERIE RESURES
to all security aspects of this effort) SECRET
2. THIS SPECIFICATION I8 FOR: (% and complele as spplicabls] 3. THIS SPECIFICATION IS: 1 and complets a5 applicebls)
a. PRIME CONTRACT NUMBER £ | o ORIGINAL ¢ date in olf cases DATE (¥¥YyMmDD
’ 20130718
b. SUBCONTRACT NUMBER b REVISED REVISION NO, DATE (YYYYMMDD)

{Buporesdes s
previous specs)

¢. SOLICITATION OR OTHER NUMBER DUE DATE (YYYYMMDD) DATE (YYYYMMDD)

) . FINAL {Complats lem § in off cases)
% NO0024-11-R-53207 & {Compiete e 5 in olf cases)

4. 18 THIS A FOLLOW-ON CONTRACT? ‘ E YES E % § WO Yes, complete the following:

Classified malerial recsived or generated under ___ (Preceding Contract Nurnber] Is ransferred to this Tollow-on contract,

5. 15 THIS A FINAL DD FORM 2547 f ; ; YES [ % § NO. i Yes, complats the following:
in resp s the conlraclors request dated | relention of the ¢ i iat is authorized for the period of __
6, CONTRACTOR ¢ Commertial and Government Entily (CAGE) Corde}
a. NAME, ADDRESS, AND 2IP CODE b CAGE CODE | o COGNIZANT SECURITY OFFICE (Name, Address, and Zip Cods)

7. SUBCONTRACTOR

a. NAME, ADDRESS, AND ZIP CODE b, CAGE CODE c. COGMIZANT SECURITY OFFICE (Name, Atdress, and Zip Code)

8. ACTUAL PERFORMANCE

a. LOCATION b CAGE CODE ¢. COGNIZANT SECURITY OFFICE (Name, Address, and Zip Code]

9. GENERAL IDENTIFICATION OF THIS PROCUREMENT
COMMON ANTENNA BLOCK (CAB) CONTRACT FOR FY 2011-FY 2015

10. CONTRACTOR WILL REQUIRE ACCESS T0: | VES| NO | 11. IN PERFORMING THIS CONTRACT, THE CONTRAGTOR WILL: [vES] 1o
a. COMMUNICATIONS SECURITY (COMSEC) INFORMATION x 1® zgz%;‘§§§§ié";féﬁfé%?@?%ﬁgg?ﬁg;éiﬁm“gg %
b, RESTRICTED DATA X | b RECEIVE CLASSIFIED DOCUMENTS ONLY X
¢. CRITICAL NUCLEAR WEAPON DESIGN IHF ORMATION X | o RECEIE AND GENERATE CLASSIFIED MATERIAL %
d. FORMERLY RESTRICTED DATA % | o FABRICATE, MODIFY, OR STORE CLABSIFIED HARDWARE %
¢, INTELLIGENCE INEGRMATION &, PERFORM SERVICES ONLY
S iomaton 501 x| PAVE ACCESS TOUS, CLASSIFIED INFORMATION GUTSIDE THE U.5. "
PUERTO RICO, U.5. POSSESSIONS AND TRUST TERRITORIES
2 nom-ecr | & BE AUTHORIZED TO USE THE SERVICES OF DEFENSE TECHNICAL INFORMATION %
CENTER (DTIC) OR OTHER SECONDARY DISTRIBUTION GENTER
. SPECIAL ACCESS INFORMATION % | . REQUIRE A COMSEC ACCOUNT Py
4. NATO INFORMATION % |1 HAVE TEMPEST REGUIREMENTS %
h. FOREIGN GOVERNMENT INFORMATION % | | HAVE OPERATIONS SECURITY (OPSEC) REQUIREMENTS %
. LIMITED DISSERINATION INFORMATION X | & BE AUTHORIZED TO USE THE DEFENSE COURIER SERVICE X
. FOR OFFICIAL USE ONLY INFORMATION . I DTHER (Specity)
k. OTHER {Specify) %

X
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12. PUBLIC RELEASE. Any information (classified or unclassified) pertaining to this contract shall not be released for public dissermination except as provided
by the Indusirial Security Manual or unless it has been approved Tor public release by appropriate U.S. Government authorily. Proposed public releases shall

be submitted for approvel prior 1o public release [::::} Direct Through (Specify)
COMMANDER, NAVAL SEA SYSTEME COMMAND (2EA 00D}

to the Directorate for Fresdom of Information and Securily Review, Office of the Assistant Secretary of Defense (Public Affairs)* for review,
*in the case of non-DoD User Agencies, requests for disclosuer shall be submitied to that agency.

13. SECURITY GUIDANCE. The security classification guidance needed for this classified effort is identified befow. If any difficulty is encountered in applying this
guidance or if any other contribuling factor indicates a need for changes in this guidance, the contractor is authorized and encouraged 1o provide recommaended
changes; to challenge the guidance or the classification assigned to any information or material furnished or generatad under this contract; and to submit any
questions for interpretation of this guidance to the official identified below. Pending final decision, the information involved shall be handled and profected at the
highest level of classification assigned or recommended. (Fill in as appropriate for the classified effort, Attach, or forward under separgle correspondence, any
documenis/quides/extracts referenced herein. Add additional pages as needed fo provide complete guidance.

~CLASSIFIED OR UNCLASSIFIED TECHNICAL PAPERS TO BE PRESENTED AT A CLASSIFIED SYMPOSIUM MUST BE

APPROVED BY THE NAVSEAHQ CONTRACTING OFFICER'S REPRESENTATIVE PRIOR TO THE PRESENTATION.

-SECURITY CLASSIFICATION GUIDES (OPNAVINST 5513 SERIES) AND UNCLASSIFPIED LIMITED DOCUMENTS (E.G..
FOUO, DISTRIBUTION STATEMENT CONTROLLED) ARE NOT AUTHORIZED FOR PUBLIC RELEASE; THEREFORE, THREY
CANNOT BE POSTED ON A PUBLICLY ACCESSIBLE WEB-SERVER OR TRANSMITTED OVER THE INTERNET UNLESS
APPROPRIATELY ENCRYPTED. REQUEST FOR PUBLIC RELEASE CANNOT BE TRANSMITTED VIA THE INTERNET UNTIL THE
CONTRACTOR RECEIVES FINAL APPROVAL FROM NAVSEA (SEA 00D).

-CONTRACTOR MUST SUBMIT A REQUEST FOR SHARING OF CLASSIFIED AND OTHER SENSITIVE INFORMATION BETWEEN
PRIME CONTRACTORS IN WRITING TO THE NAVSEA OFFICE OF SECURITY PROGRAMS (SEA 09P3) IDENTIFIED IN
BLOCK 16 OF THIS FORM FOR APPROVAL.

-ALL CLASSIFIED DOCUMENTS MUST BE DESTROYED USING A NATIONAL SECURITY AGENCY (NSA) APPROVED HIGH
SECURITY CROSSCUT SHREDDER LISTED ON THE NSA/CSS EVALUATED PRODUCTS LIST FOR HIGH SECURITY CROSSCUT

14. ADDITIONAL SECURITY REQUIREMENTS. Requirements, in addition [o ISM requirements, are established for this contract. [:] Yes No

(I Yes, identify the pertinent contractual clauses in the contract document itself, or provide an appropriate statement which indentifies the additional
requirements. Provide a copy of the requirements to the cognizant security office. Use ftem 13 if additional space is needed.)

15. INSPECTIONS. Eitsments of this contract are outside the inspection responsibility of the cognizant security office. Yes [:g No

(If Yes, explain and identify specific areas or elements carved out and the activity responsible for inspections. Use ltem 13 if additional space is needed.)

16. CERTIFICATION AND SIGNATURE. Security requirements stated herein are plete and adequate for safeguarding the classified
information to be released or generated under this classified effort. All questions shall be referred to the official named below.

a. TYPED NAME OF CERTIFYING OFFICIAL b. TITLE ¢. TELEPHONE (Inciude Area Code)
JESSICA LICHLITER CONTRACTING OFFICER FOR SECURITY 202-781-2663
MATTERS

d. ADDRESS (Include Zip Cods)
1333 ISAAC HULL AVE., S.E. STOP 9917
WASHINGTON NAVY YARD, DC 20376-9917

17. REQUIRED DISTRIBUTION
b 4 a. CONTRACTOR

b. SUBCONTRACTOR

X o COGNIZANT SECURITY OFFICE FOR PRIME AND SUBCONTRACTOR

4. U.S, ACTIVITY RESPONSIBLE FOR OVERSEAS SECURITY ADMINISTRATION
X e. ADMINISTRATIVE CONTRACTING OFFICER

7 i 7 f. OTHERS AS NECESSARY

e. SIGNATURE
/8/JESSICA LICHLITER

=/
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13. SECURITY GUIDANCE. The security classification guidance needed for this classified effort is identified below. If any difficulty is encountered in applying this
guidance or if any otber contributing factor indicates a need for changes in this guidance, the contractor is authorized and encouraged {o provide recommended
changes; to chalienge the guidance or the classification assigned to any information or material furnished or generated under this contract; and to submit any
questions for interpretation of this guidance to the official identified below. Pending final decision, the information involved shall be handled and protected at the
highest level of classification assigned or recommended. (Fill in as appropriate for the classified effort. Attach, or forward under separate correspondence, any
documents/quides/extracts referenced herein. Add additional pages as needed to provide complete guidance. )

SECTION 13 CONTINUED:
PAPER SHREDDERE (NSA/CES EPL-02-01-Z, ANNEX A TO NSA/CS8S 02-01, 30 APRIL 2009), OR OTHER APPROVED

METHOD FOR DESTROYING CLASSIFIED INFORMATION.

-ALL REPORTS OF CONTRACTOR SECURITY VIOLATIONS ASSOCIATED WITH THIS CONTRACT SHALL BE MAILED BY THE
COGNIZANT DSS FIELD OFFICE DIRECTLY TO THE CERTIFYING OFFICIAL IN BLOCK 16 OF THIS DD254.

-FORWARD A COPY OF SUBCONTRACTOR DD254’'S ISSUED UNDER THIS CONTRACT TO THE OFFICIAL SHOWN IN ITEM
16A. BELOW.

~BLOCK 11(G): CONTRACTOR SHALL PREPARE AND PROCESS DD FORMS 1540 AND 2345 PRIOR TO REQUESTING THESE
SERVICES.

-ALL SECURITY RELATED REQUESTS PERTAINING TO THIS CONTRACT SHALL BE SUBMITTED IN WRITING BY THE
CONTRACTOR’S FACILITY SECURITY OFFICER (FS0) TO THE INDIVIDUAL IDENTIFIED IN BLOCK 16 (A) OF THIS
DD254.

-THE PROGRAM SPONSOR FOR THIS CONTRACT IS: JIM METTE, PEO IWS6B4, (202) 781-3527.

~CONTACT CHRISTINE HANSEN (SEA 09P3) AT (202) 781-3148 OR CHRISTINE.HANSEN@NAVY.MIL FOR ANY SECURITY
QUESTIONS RELATED TO THIS CONTRACT.

~THI8 DD254 IS FOR SOLICITATION PURPOSES ONLY; THEREFORE, IT MUST BE RETURNED TO SEA 09P3 TO BE
UPDATED WITH A CONTRACT NUMBER WHEN CONTRACT AWARD IS MADE BEFORE IT CAN BE ISSUED TO THE CONTRACTOR.

SECURITY CLASSIFICATION GUIDANCE IS AS FOLLOWS:

OPNAVINST 5513 03-119.10 Unclassified COOPERATIVE ENGAGEMENT CAPABILITY (CEC) 6/25/2001
NARRATIVE 09-FOUO Unclassified EXTRACT DOD 5200.1.R INFORMATION SECURITY PROGRAM, APPENDIX 3
4/16/2004

NARRATIVE 09-USUI Unclassified MINIMUM PROTECTION REQ FOR UNCL/SENSITIVE UNCL INF 4/1/2002
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